PASSWORD MANAGER

Website = https://pwm.ets.oregon.gov/PMUser

To start using Pa

ssword Manager, you must register with Password Manager by creating your personal

Questions and Answers profile.
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https://pwm.ets.oregon.gov/PMUser

FIRST USE

When you first go to the site, you will be asked to enter in credentials.
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English @

Enter Your User Name

Enter your user name (for example, domain\username or
username@domain):

Home page for a user whose profile has not been set up yet:

Logout English @

Home

V/elcome, ARIZALA Alex * DAS. If you are not ARIZALA Alex * DAS, click here.
Configure your Questions and Answers profile and manage your passwords by using the tasks below.

My Questions and Answers Profile
Configure your personal Questions and Answers profile that will allow you to reset your forgotten
password and unlock your account in the future.

© Disabled Tasks

A CAPTCHA screen will pop up:

UZALA Alex * DAS (Enterpris al) Logout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)
Enter the characters you see on the picture.

Get new image




Enter in your password to get in. If this is your first time getting to this domain, contact your agency
technician to get your default password.

ARIZALA Alex * DAS (Enterprise Shared Ser al) Logout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)

To proceed, enter your password.

Password:
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Fill in your questions:

\DAS_aarizal) Logout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)

Provide answers to these questions and make sure you remember your answers, because the questions will be used later to allow you to
reset your forgotten password and unlock your account.

© Your answers must comply with the policy requirements.

« The minimum length of an answer must bs 2 charactars.
+ All answers must be unique.
+ The answer must not contain the corresponding question.

Language of questions and answers: English (United States)

Question: What is your favorite food?

Answer:

‘Confirm answer:

Select a question:

|< Select your question >

Answer:

‘Confirm answer:

Select a question:

< Select your question >

Answer:

‘Confirm answer:

i, Helpdesk opsraters may view your answers to the following qusstions.

Question: What was your favorite toy in grade school?

Answer:

Confirm answer:

‘Question: Who was your childhood hero?

Answer:

‘Confirm answer:




ARIZALA Alex * DAS (Enterprise Shared Services\ izal) Logout English @

My Questions and Answers Profile (ARIZALA Alex = DAS)

Questions and Answers profile was successfully updated

Go to home page

Details
+ Your Questions and Answers profile was successfully created.

« Notification was sent to your email.

HOME PAGE

* DAS (Enterpri i izal) Logout English @

Home

Welcome, ARIZALA Alex * DAS. If you are not ARIZALA Alex * DAS, click here.
Configure your Questions and Answers profile and manage your passwords by using the tasks below.

My Questions and Answers Profile

Configure your personal Questions and Answers profile that will allow you to reset your forgotten
password and unlock your account in the future.

Forgot My Password

Set your new password by answering a series of private questions.

Manage My Passwords
If you know your current password, you can securely change all your passwords.

My Notifications
select events that you want to be notified about, such as when your password is changed or your
account is unlocked.

© Disabled Tasks



My Questions and Answers Profile

Fill in the CAPTCHA field:

ARIZALA Alex * DAS (Enterprise Shared Sery aarizal] Llogout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)

Enter the characters you see on the picture.

[

Get new image
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Enter in your password:

ARIZALA Alex * DAS (Enterprise Shared Sery izal) Logout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)

To proceed, enter your password.

Password:

9




Update or change your Questions and Answers:

ARIZALA Alex: * DAS (Enterprise Shared Servi ) Llogout Englsh @

My Questions and Answers Profile (ARIZALA Alex * DAS)

Provide answers to these questions and make sure you remember your answers, because the questions will be used later to allow you to
reset your forgotten password and unlock your account.

@ Your answers must comply with the policy requirements.

« The minimum length of an answer must be 2 characters.
« All answers must be unique.
« The answer must not contain the corresponding question.

Language of questions and answers: English (United States)

Question: What is your favorite food?

Answer:

Confirm answer:

Select a question:

‘Whﬂl was the name of the school you attended for fifth grade?

Answer:

Confirm answer:

Select a question:

‘Whal s the name of your favorite professor or teacher?

Answer:

Confirm answer:

A Helpdesk operators may view your answers to the following questions.

Question: What was your favorite toy in grade school?

Answer:

Question: Wheo was your childhood hero?

Answer:

Confirm answer:

Cancel




Forgot My Password

Fill in the CATPCHA field:

lex * DAS (Enterprise Shared Services\DAS_aarizal) Logout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)

Enter the characters you see on the picture.

Get new image

Caneel

Answer your personal questions:

ARIZALA Alex * DAS (Enter| arec ) Llogout English @

Forgot My Password (ARIZALA Alex * DAS)
To continue, answer the following questions.

Question: What is the name of your favorite professor or teacher?

Answer:

Question: What is your favorite food?

Answer:

Question: What was the name of the school you attended for fifth grade?

Answer:




Enter in your new password:

A Alex * DAS (Enterprise Shared Servi rizal) Logout English @

Forgot My Password (ARIZALA Alex * DAS)

Enter new password.

Your new password must comply with the password policy:

« The password must mest the system complexity requirements:
= Mot contain all or part of the user’s account name
- Contain characters from three of the following four categories:
= English uppercase characters (A through Z)
= English lowercase characters (a through z)
= Numerals (0 through 9)
= Non-alphabetic characters (such as !, 5, #, %)
+ The password must meet the password length requirements of the system. The minimum password length: 8.
+ The password must meet the password history requirements of the system. The number of passwords to store: 24.
» The password must meet the password maximum age requirements of the system. Maximum password age: 95.
« The password must meet the password age requirements of the system. minimum password age: 3.

New password:

Confirm new password:

Confirmation screen:

Logout English @

Forgot My Password (ARIZALA Alex * DAS)

Your password was successfully reset

Go to home page

Details.
+ Your password was successfully reset.

+ Notification was sent to your email.



Manage My Passwords

Fill in the CAPTCHA field:

* DAS (Enterprise Shared Servi ’ ) Logout English @

My Questions and Answers Profile (ARIZALA Alex * DAS)

Enter the characters you see on the picture.

Get new image

“ Cancel

Enter in your Password:

ared Service aarizal) Logout English @

Manage My Passwords (ARIZALA Alex * DAS)

To proceed, enter your password.

Password:

9

Change your Password:

\DAS_aarizal) Logout English @

Manage My Passwords (ARIZALA Alex * DAS)

Enter new password.

Your new password must comply with the password policy:

+ The password must meet the system complexity requirements:
= Not contain all or part of the user’s account name
- Contain characters from three of the following four categories:
= English uppercase characters (A through Z)
= English lowercase characters (a through z)
= Numerals (0 through 9)
= Non-alphabetic characters (such as |, S, #, %)
+ The password must meet the password length requirements of the system. The minimum password length: 8.
+ The password must meet the password history requirements of the system. The number of passwords ta store: 24.
+ The password must meet the password maximum age requirements of the system. Maximum password age: 95.
+ The password must meet the password age requirements of the system. Minimum password age: 3.

New password:

Confirm new password:

9




My Notifications

Fill in the CAPTCHA field:
[AS — - — ARIZALA Alex * DAS (Enterprise Shared S zal) Llogout English @

My Notifications (ARIZALA Alex * DAS)

Enter the characters you see on the picture.

----- Get new image

Enter in your Password:

ARIZALA Alex * DAS (Enterprise Shared Servic arizal) Logout English @

My Notifications (ARIZALA Alex * DAS)

To proceed, enter your password.

Password:

9
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Options for Notification:

Logout English @

My Notifications (ARIZALA Alex * DAS)

Configure Password Manager to send you email notifications when the events listed below occur.
Notify me, if the following actions succeed:

[ My Questions and Answers profile is updated

& My password is reset

M My password is changed

& My account is unlocked

I My notifications settings are updated

M Passcode is used

Notify me, if the following actions fail:

My Questions and Answers profile is updated
My password is reset

My password is changed

My account is unlocked

My notifications settings are updated

Passcode is used

Always notify me of these conditions:

My password is about to expire

NOTE: You will only get notifications if your account in ENTSS has the email field filled in.

Sample Notifications:

Example 1
2 Reply (32 Reply All &3 Forward 55 1M
Thu 11/9/2017 11:43 AM

Password Manager <NoReply@oregon.gov>
Password Manager — Your password was successfully reset

To ARIZALA Alex = DAS

ARIZALA Alex * DAS has successfully changed password.
* Your password was successfully reset.

Example 2
S Reply 32 Reply All (=3 Forward %S IM
Thu 11/9/2017 11:37 AM
Password Manager <NoReply@oregon.gov>

Password Manager — Questions and Answers profile was successfully updated
To ARIZALA Alex * DAS

ARIZALA Alex * DAS has successfully updated Questions and Answers profile.
* Your Questions and Answers profile was successfully created.
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