









Who you Gonna Call? 
Disaster Recovery Plan Tabletop Exercise
[Enter Jurisdiction] County 911 Center
March 5, 2024
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This Situation Manual (SitMan) provides exercise participants with all the necessary tools for their roles in the exercise. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials that are necessary to their performance. All exercise participants may view the SitMan.
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[bookmark: _Toc160477698]Exercise Overview
	Exercise Name
	Who you Gonna Call? 

	Exercise Date
	[Enter Date]

	Scope
	This exercise is a Tabletop, planned for two (2) hours to validate the existing [Enter Jurisdiction] County Public Safety Answering Point (PSAP) Disaster Recovery Plan.

	Focus Area(s)
	Response

	Capabilities
	Operational Communications

	Objectives
	1. [Enter Jurisdiction] 911 will validate its ability to continue call taking and receiving operations in accordance with their Disaster Recovery Plan.
2. [Enter Jurisdiction] 911 will validate its ability to continue 911 dispatch operations in accordance with their Disaster Recovery Plan


	Threat/Hazard
	Module 1-Winter Storm, Module 2 & 3-Structure Fire

	Scenario
	This tabletop exercise will unfold over three modules, each presenting unique challenges that will determine what the needs will be for the Continuity of Operations in the short-, intermediate-, and long-term. 
Module 1: Inclement Weather. Power and utility disruptions compromise operations. (Short Term)
Module 2: Facility Uninhabitability. Breakroom fire produced significant smoke damage, making the facility unsafe for a few weeks (Intermediate)
Module 3: Complete Loss of building. Structure fire concludes with the total loss of the facility. (Long term)

	Sponsor
	[Enter Sponsor Agency]

	Participating Organizations
	See Appendix B: Exercise Participants for a complete list

	Points of Contact
	[Enter Exercise POCs]


------------------------------------------------------------------------------------------------------------------------------------------

Who you Gonna Call? | 911 Center Tabletop Exercise
[Enter Date]

------------------------------------------------------------------------------------------------------------------------------------------
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[bookmark: _Toc144906835][bookmark: _Toc549329615][bookmark: _Toc147482432][bookmark: _Toc160477700]Objectives and Capabilities
The following exercise objectives in Table 1 describe the expected outcomes for this exercise. The objectives are linked to Federal Emergency Management Core Capabilities, which are distinct critical elements necessary to achieve specific mission area(s). The objectives and aligned capabilities were guided by the Exercise Planning Team.
	Exercise Objectives
	Capability

	1. [Enter Jurisdiction] 911 will validate its ability to continue call taking and receiving operations in accordance with their Disaster Recovery Plan.
	Planning

	2. [Enter Jurisdiction] 911 will validate its ability to continue 911 dispatch operations in accordance with their Disaster Recovery Plan
	Planning


Table 1. Exercise Objectives and Associated Capabilities
[bookmark: _Toc144906836][bookmark: _Toc1226764661][bookmark: _Toc147482433][bookmark: _Toc160477701]Exercise Structure
This Exercise event will last two (2) hours and has been separated into three modules that will address varying severity of impacts. The exercise structure is listed below:
	Timing
	Exercise Activity

	0800 – 0815
	Exercise Briefing

	0815 – 0845
	Module 1: Shot-Term Impact

	0845 – 0915 
	Module 2: Intermediate Impact

	0915 – 0945 
	Module 3: Long-Term Impact

	0945 – 1000
	Hot Wash & Conclude


Table 2. Exercise Schedule






[bookmark: _Toc35917771][bookmark: _Toc147482434][bookmark: _Toc160477702]Event Logistics
[bookmark: _26in1rg][bookmark: _Toc160477703][bookmark: _Toc1919407673][bookmark: _Toc147482437]Location
[insert exercise facility instructions – address, parking, site access, etc.]
[bookmark: _Toc160477704]Safety
Exercise participant safety takes priority over exercise events. The following general requirements apply to the exercise:
· The Lead Facilitator is responsible for ensuring the exercise is conducted in a safe environment; any safety concerns must be immediately reported to the entire tabletop audience to determine if a real-world emergency warrants a pause in exercise play and when exercise play can be resumed.
· For an emergency that requires assistance, use the phrase “Real World Emergency.” The following procedures should be used in case of a real emergency during the exercise
· Anyone who observes a participant who is seriously ill or injured will immediately notify emergency services and the tabletop audience, and, within reason and training, render aid.
[bookmark: _Toc160477705]Evaluation & After-Action Process
Evaluation of this exercise is based on the objectives to validate the [Enter Jurisdiction] 911 Center Disaster Recovery Plan. To evaluate this exercise, the Exercise Planning Team will utilize the following three (3) efforts:
A. Question & Discussion Session – The three (3) modules have been designed to follow the procedures and expectation listed in the 2023 Disaster Recovery Plan. The discussion and Plan references will support the Evaluation Team determine strengths, gaps, and areas for improvement related to the 2023 Plan.
B. Participant Feedback Form – Participants will also be provided a digital Participant Feedback Form following the tabletop to elicit additional questions, clarifications, or general comments on the Disaster Recovery Plan and regarding the tabletop overall. The feedback provided in these forms will support the development an After-Action Report & Improvement Plan (AAR-IP), and support the Exercise Planning Team design and conduct useful exercise events in the future.
C. After-Action Report & Improvement Plan (AAR-IP) – The Exercise Planning Team will coordinate the development of an AAR-IP that reflects the tabletop discussion and experiences. This document will provide [Enter Jurisdiction] 911 with an improved understanding of how the Disaster Recovery Plan can be maintained and improved.


[bookmark: _Toc160477706]Module 1: Inclement Weather
[bookmark: _Toc160477707]Scenario
03/01/2024 11:11:00 AM | On Friday, March 1, the National Weather Service sent a briefing email detailing the potential for significant winter weather across much of [Enter Jurisdiction]. NWS forecast office initiated daily weather briefings at this time. Multiple Winter Storm Watches were issued on Saturday, March 2nd. and upgraded to Winter Storm Warnings on Sunday, March 3rd. The forecast called for 1 to 2 inches of Ice, with temperatures expected in the upper 20s to low 30s. Winds between 55mph to 63mph are anticipated, posing threats to homes, power lines, and roadways. 
Snow began falling around 4 PM on Saturday, March 2nd. Residents awoke Sunday morning to 4 inches of snowfall across the entirety of [Enter Jurisdiction]. Snowfall continued to increase in intensity through the day on Saturday, with an additional 2 to 4 inches of accumulation expected by Monday, March 4th evening. The State Emergency Coordination Center (ECC) activated Tuesday afternoon around 4 PM to support the increasing number of requests coming from local partners and their response efforts.
[bookmark: _Toc160477708]Key Issues
Weather and the cascading issues thereof have caused a long-term power outage.
[bookmark: _Toc160477709]Discussion Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any critical issues, decisions, requirements, or questions that should be addressed at this time. 
The following questions are provided as suggested subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
· What kind of disruption would this scenario have on:
· Call receiving, and 
· Dispatch capabilities, 
· Looking back on AARs from previous winter storms in the area, what complications can anticipated?
· Based on the scenario, is there a need to reroute PSAP operations?
· Which staffer is responsible for managing the rerouting? 
· How is the decision made to initiate reroute operations?
· What actions are needed to reroute operations?
· Are there separate processes or actions for rerouting call receiving and/or dispatching?
· What is the likely rerouting option for this scenario?
· How is the decision made to pick the reroute option?
· What notifications are necessary following any disruption to call receiving and/or dispatch operations? (Page 2 of DR Plan)
· What are the likely short- (12-24 hours), intermediate- (24-72 hour), and long-term (3-7 Days+) priorities and actions to continue call receiving and dispatch operations?
· How long can 911 calls be routed to FirstNet cell phones?
· Is there a Sat runner available if these systems fail?

[bookmark: _Toc160477710]Module 2: Facility Uninhabitability (Smoke Damage from Breakroom Fire)
[bookmark: _Toc160477711]Scenario
03/02/2024 11:43:00 AM | In the early morning of Saturday March 2nd, Fire and EMS responded to a fire in the 911 dispatch facility. The cause of the fire is yet to be confirmed, though initial reports indicate the electrical outlet behind the employee breakroom refrigerator is thought to be the point of ignition. While there is not catastrophic structural damage, the smoke damage is such that the building has been deemed uninhabitable. The staff was required to evacuate.
The equipment, (computers, servers, phones, screens, etc.) have been recovered, and beyond a pronounced smokey odor, they are in working order and can be moved to another site. The Facility will be out of commission for a minimum of 1 week. The only facility impacted was the 911, but the entire building was evacuated.
[bookmark: _Toc160477712]Key Issues
The 911 dispatch and call center has significant smoke damage and is deemed unsafe for occupation by the local authorities. Alternative interim accommodations are required for the continuity of operations.
[bookmark: _Toc160477713]Discussion Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any critical issues, decisions, requirements, or questions that should be addressed at this time. 
The following questions are provided as suggested subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
· What kind of disruption would this scenario have on:
· Call receiving, and 
· Dispatch capabilities, 
· What actions are needed to reroute operations?
· What is the likely rerouting option for this scenario?
· What secondary and tertiary locations are immediately available to host 911 while the facility is being restored?
· What equipment is needed for StarLink? Who knows how to use it?
· What are the likely short- (12-24 hours), intermediate- (24-72 hour), and long-term (3-7 Days+) priorities and actions to continue call receiving and dispatch operations?
[bookmark: _Toc160477714]Module 3: Structure Fire. Complete Loss of Facility.
[bookmark: _Toc160477715]Scenario
03/04/2024 11:46:46 AM | At 8:46 am, Monday March 4th Fire and EMS responded to a devastating structure fire at the 911 Call and Dispatch center. Thankfully, the entire staff was able to safely evacuate the building and gather in the designated assembly area. At this time the specific cause of the fire is undetermined, however it is plainly obvious that the entire facility, and everything therein has been lost.
[bookmark: _Toc160477716]Key Issues
The 911 call and dispatch center, the equipment, and infrastructure is completely destroyed.
[bookmark: _Toc160477717]Discussion Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any critical issues, decisions, requirements, or questions that should be addressed at this time. 
The following questions are provided as suggested subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
· What kind of disruption would this scenario have on:
· Call receiving, and 
· Dispatch capabilities, 
· What actions are needed to reroute operations (911 Checklist & Attachment C: DR Plan)?
· What is the likely rerouting option for this scenario?
· What are the likely short- (12-24 hours), intermediate- (24-72 hour), and long-term (3-7 Days+) priorities and actions to continue call receiving and dispatch operations?
· What information is recoverable? Is any of the program data on a cloud service?
· Personnel considerations? Who can pick this up? Are staff able to get to new facility?
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	Organization
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